TPATEITNYE E YNPABJIEHUE KWBEPBE3OIMNACHOCT ISO 27001, CISM, ISF SOGP 2022, npakTtunkn Kb Cbep

4 )

CBEP

KAPTA

MPABUIIA
CtpaTterus Ctparterus Muccus KB K VI E E P
-y rocyaapcrea KOMMNaHuun KOMMNaHuu
Peanusauusa
MPOLIECCHI Crpateruu Kb
CkayanTe CBO LUNPPOBYIO KOMUIO
T e ) e () B T Paspab6oTka/akTyanusauusa KoHTponb peanusauuu
CtpaTteruu Kb c yueTtom Ctpateruun Kb, ynpaBneHue
KOHTEKCTa KOMMNaHuu OTK/IOHEeHUAMMU
AHanns Heo6xoQ4MMOCTHU
aKTyanusauum
CrpaTterum Kb
s b rReen, g . b
Bsaumopencreue KoMMyHUuKauuu YnpasneHue YnpasneHue YnpasneHue
- (rexHukm, MeTonL) C PYKOBOACTBOM Co cTeikxonpepamm npoekTamu pecypcamu nepcoHanom KB 3Ta Nbl Pa3BUTUA SOC
NMosicHeHusa K KapTe 3HaHUU KoMnaHMm
Ka pTa 3HaHMl>’I CISO npenHa3sHadyeHa a5 npoBepPKU U YnpaBneHue CTpaTernyeckoe YnpaBneHue YnpaBneHue YnpaBneHue Data driven
o o CTpaTernyeckumm nJiaHMpoBaHue perynsaTopHbiM 3¢pheKTUBHOCTbIO MHHOBaLMAMMU Al Response Defense
pa3BuTma KomneteHuun CISO komnanum MNpynnel Coep. puckamu KB cooTBeTCTBUEM

Al

Threat
hunting

KapTa 3HaHUM pa3paboTaHa Ha ba3e MexayHaPOOHbIX
N POCCUNCKUX NMOAXOA0B, CTaHOAPTOB B 0bnactu

knbepbesonacHocTn n NT, poccMUCKOro 3aKoHoaaTebCcTBa, 4
a TaK)XKe C YUETOM MpPaKTUK KnbepbesonacHocTu Cbep.

Response
automation

3AKOHOOATE/IbHbIE U PETYNIATOPHDBIE TPEBOBAHU

J

ona ¢rMHaAHCOBbIX OpraHu3aLumn
’ - - - - - - - - - - - - | - - - - - - - - - |

Engineering

Bbe3onacHOCTb NAaTeXHbIX
KapT U NPUIoXeHnn

Bbe3zonacHocTb KU

187-®3 "0 6e3onacHocTM KN PD"

VKa3 Mpe3ngeHta PPM-250 ot 01.05.2022 cepTMd)MKaLWIﬂ aTTecTauusa
Vka3 Mpe3ngeHTta PM-166 ot 30.03.2022 ? ?

NN P® No 127 o 08.02.2018 akkpeautTauua

MM P® No 162 ot 17.02.2018 + 99-®3 "O NMUEH3UPOBaHNN OTAENbHbIX
Mpwukas ®CTIK No 235 oT 21.12.2017 BUOOB AesTenbHocTn"

Mpukas ®CT3K No 239 ot 25.12.2017 412-M3 "06 akKpeauTaLMmn B HaLLMOHaNbHOM
Mpukasz OCTIK No 31 ot 14.03.2014 cucTeMe akkpeautaumumn"

Mpwukas OCB N2 282 o1 19.06.2019 MM P® No 79 ot 03.20.2012

MeTtognka ®CTIK. MeToamKa OLEHKMK yrpo3 MM P® No 313 oT 16.04.2012
6e3onacHocTy nHpopmauum ot 05.02.2021 MM P® No 171 ot 03.03.2012
MeTtoanka @CTIK. MeToanKa OLEHKHU MM P® No 1729 ot 30.09.2022
rokasaTtesisi COCTOAHUA TEXHUYECKOWM Mpukas ®CTIK No 107 01.06.2023
3awWmnTbl MHdOpMaLmuM n obecneyeHns Mpukas ®CT3K No 108 01.06.2023
6€30MacHOCTM 3HAYMMbIX O6BEKTOB Mpuka3s ®CTIK No 240 ot 01.12.2023
KPUTUYECKOW MHHOPMALMOHHOM Mpukas ®CT3K No 77 ot 29.04.2021

MHOPACTPYKTYpbI Poccuiickon depepaumnm Mpwukas MuHumnopsbl No 1085 ot 21.10.2021
ot 02.05.2024

PO1, P02, P06-P08, P10-P14, P16-P25, P28, P29, P31, P33, P38

3awmta uHpopmauumn Be30nacHOCTb NepPCOHaNbHbIX

149-d3 "06 nHbopmaumu, AaHHbIX
MHPOPMALMOHHbIX TEXHOOrUSAX + 152-®3 "O nepcoHaibHbIX AAaHHbIX"
¥ 0 3awmTe nHdopmauun® 572-®3 "06 ocylwecTBNeHUN
Mpunkas @CT3K No 489 or 31.08.2010 noeHTUudUKaumMm u (Mnu) ayteHTudmKaumm
"06 yTBepKAEHUM Tpe6oBaHMN O 3awuTe OU3NYECKUX NTNL, C UCMONb30BaHNEM
“HGOPMaLMK, coaepXallencs B 6MOMETPUYECKMX NEPCOHANbHbIX AaHHbIX"
MHPOPMALMOHHBIX CUCTEMax obuiero MocTtaHoBneHue Mpaeutenbcrtsa PM-1119
nonb3oBaHna" o7 01.11.2012
Mpuka3s ®CT3K No 21 ot 18.02.2013
Mpuka3s ®Cb No 378 ot 10.07.2014
Mpwukas MuHumnopsl No 453 ot 12.05.2023
basosasi Mmogenb ®CTIK. "ba3oBas mogenb
yrpo3 6e30MacHOCTU NePCOHaNbHbIX 4aHHbIX
npu nx obpaboTke B cMcTeEMax
NnepcoHanbHbIX gaHHbIX" ot 15.02.2008

JinueHsnpoBaHue
peaTtenbHocTu B chepe KB,

YnpasneHue ya3BUMOCTSMU

+ PernameHT ®CT3K. PernaMeHT BKAOYEHUSA
MHpopMaummn 06 ys3BMMOCTAX NPOrPaMMHOro
obecneyeHns U NporpaMMHoO-annapaTHbIX CPeAcTs
B 6aHK faHHbIX yrpo3 6e3onacHocTy MHbopMauum
(BAY) ®CT3K Poccun ot 26.06.2018
MeTtopgunka ®CTIK. MeToguKa OLEHKM YPOBHS
KPUTUYHOCTY YS3BMMOCTEN NPOrPaMMHbIX,
nporpaMMHoO-annapaTtHbiX cpeacTs ot 28.10.2022
MeTtoguka ®CT3K. MeToguka TeCTUpPOBaHUS
o6HOBMIEHMIN 6e30MacHOCTU NPOrpPaMMHbIX,
nporpaMMHo-annapaTHbiX cpegcTs ot 28.10.2022
PykosoactBo ®CT3K. PykoBOoACTBO Mo
opraHu3aumu npouecca ynpasneHus
yS13BUMOCTSIMU B OpraHe (opraHusaumm)
ot 17.02.2023

JNeKTpPOoHHaA noanucb
U SNEeKTPOHHDbIN
B OKYMeHToo6opoT

63-®3 "06 aneKTpoHHOM nognucu"
Mpukas No 66 ®CH ot 09.02.2005
Mpukas ®CBb No 796 ot 27.12.2011
Mpukas ®CBb No 154 ot 20.04.2021
Mpuka3s MuHunbpbl No 624 ot 26.11.2020
Mpuka3s MuHumnbpbl No 559 ot 29.10.2020
Mpukas MuHundpel No 857 ot 18.08.2021
Mpukas MuHundpel No 580 ot 06.11.2020
PykosopcTteo LB P® TPLO-57- 6-4/2053 ot
15.09.2021

3awumTa nHbopmauum
¢u1HaHCOBbIX OpraHn3auum

+ 395-1 @3 "O 6aHKax 1 6aHKOBCKOMN
pesrtenbHocTn"
161-®3 "O HaUMOHANbHOM NIATEXHON
cucreme”
MonoxeHue LIb P® No 802-I ot 25.07.2022
MonoxeHue LIb P® No 821-I ot 17.08.2023
MonoxeHue LLb P® No 757-1 ot 20.04.2021
MonoxeHune LLb P® No 683-I ot 17.04.2019
MonoxeHune LLb P® No 716-1 ot 08.04.2020 o
Yka3zaHue LUB P® No 3624-VY ot 15.04.2015 Jd

+ 161-®3 "O HaUMOHANbHON NiaTeXHOMN
cucteme" (rnaea 4.1)

» Tpe6oBaHus MporpamMmmbl 6e3onacHoOCTU
nnaTéxxHom cucteMbl «MUP» (Ha ocHoBe
ctaHpapToB PCI DSS, PCI SSF, PCI CPP)

[MprMeHeHne KapTbl 3HaHUM TpebyeT yyéTta cneymndmnkm
KOHKPETHOW KOMMaHUU, e€ BHELLHEro KOHTEKCTa,
LLeNIeBOro ypoBHS 3penocTu KnbepbesonacHoOCTH.

CTPATETMYECKUWN YPOBEHbDb

Al

Threat
intelligence

Vulnerability

Red Team
management

TexHOMorMn N MHCTPYMEHTbI, YKa3aHHble B KapTe 3HaHUMN,
npuBeaeHbl B KauecTBe NnpuMepa, Ux nepedeHb He ABNAeTCA
NCUYEpPnbIBaOWMM, TaKXe NX YNIOMUHaHME He aBNseTCs
PEK/IaMOW NN YKa3aHUEM Ha NPUOPUTETHOCTb BHEAPEHUS.

* Ha npumepe SOC CbepbaHka

PO1, PO2 PO1, P02, P06-P14, P16-P25, P28, P29, P32

\ * yKa3aHbl 3aKOHOAATeNbHbIE U perynaTopHble TpebosaHusa Poccuickon Qenepalinm

P01, P02, P0O6-P11, P13, P15, P16-P23, P25-P28 P01, P02, PO6-P11, P13, P15, P16-P23, P25-P28 P01, PO2, P11, P13, P14, P16, P17 P01, P02, PO6-P08, P10, P11, P13, P16-P25, P28-P31 P01, P02, P06-P14, P16-P25, P28-P31

~-----------------------'

‘___________‘

‘------_

\_

ISF SOGP 2022, npaktmnkmn Kb Cbep

~N

KpunTtorpadusa
+ TOCT P 34.10-2012. Kpuntorpadumyeckas 3awura

HenpepblBHOCTb 6usHeca
+ ISO 22301:2019 Security and resilience -

OcBepOMJ/IEHHOCTDb MO
Bonpocam Kb

Be3onacHOCTb pa3paboTKu
- ISO/IEC 15408 Information technology - Security

Pearupoaal-me Ha UHUUAEHTDbI
ISO/IEC 27035-1 Information technology-

YnpaBneHue ya3BMUMOCTAMU
« NIST SP 800-40 Guide to Enterprise Patch

TecTupoBaHue
Ha NPOHUKHOBEHUe

YnpasneHue Kb
-« ISO/IEC 27001 Information security,

YnpasneHue UT

« ITIL (Information Technology Infrastructure

UT-apxuteKkTypa YnpaBneHue npoeKtamMmu
» The Open Group Architecture Framework 10 - PMBOK

YnpaBneHune puckamm
- ISO/IEC 27005 Information technology - Security

KoHTponu Kb
ISO/IEC 27002 Information security,

YnpaBneHue AoCTyrnom
- ISO/IEC 29146 Information technology - Security

cybersecurity and privacy protection -
Information security management systems
Requirements Security

» NIST Cybersecurity Framework

- ISF 2022 Standard of Good Practice for
Information Security

« ISACA CISM

Library - Set of practices & framework)

- ISO 20000 Information technology - Service
management (parts 1-4)

- ISACA COBIT 2019

» ITAM (ISO/IEC 19770 Information
technology - Software asset management;
NIST SP 1800-5 IT Asset Management)

1))
(@)
N

Business continuity management systems -
Requirements

ISO 22313:2020 Security and resilience -
Business continuity management systems -
Guidance on the use of 1ISO 22301

ISO/IEC 27031:2011 Guidelines for
information and communication technology
readiness for business continuity

(TOGAF) .

- Gartner Enterprise Architecture Framework
« TOCT 34.602-89 KoMnnekc cTaHAapToB
Ha aBTOMAaTU3MPOBAHHbIE CUCTEMBI.
TexHMYecKoe 3afjaHne Ha co3paHue
aBTOMATM3MPOBAHHOW CUCTEMDI

IPMA

FOCT P NCO 21500-2014 PykoBOACTBO NO
NPOEKTHOMY MEHEIXMEHTY

FOCT P CO 10006-2019 MeHen)XMeHT
KayecTBa. PykoBogsiwmne ykasaHus no
MEHeo)KMEHTY KayecTBa B NPOEeKTax
Mopxopbl Agile

techniques - Information security risk management

- 1SO 31000, ISO 31010 - Risk management Principles

and guidelines, Risk assessment methods

+ NIST SP 800-37 Risk Management Framework for

Information Systems and Organizations: A System Life
Cycle Approach for Security and Privacy

+ NIST SP 800-39 Managing Information Security Risk:

Organization, Mission, and Information System View

« NIST SP 800-30 Guide for Conducting Risk

Assessments

« I'OCT P 57580.3-2022 YnpaBneHue pucKom peanusaumm

MH(HOPMaLMOHHbBIX Yrpo3 1 obecneyeHne

0]
o

+ NIST SP 800-50 Building an Information
Technology Security Awareness and
Training Program

-+ CIS Controls (Control 14: Security
Awareness and Skills Training)

» SANS Security Awareness Maturity Model

cybersecurity and privacy protection
Information security controls

NIST SP 800-53 Security and Privacy
Controls for Federal Information Systems
and Organizations

CIS Critical Security Controls

CIS Benchmarks List

ISF 2022 Standard of Good Practice for
Information Security

techniques - Evaluation criteria for IT security (parts
1-3)

« ISO/IEC 27034-1 Information technology - Security

techniques - Application security

- NIST SP 800-218 Secure Software Development

Framework (SSDF) V.1.1: Recommendations for
Mitigating the Risk of Software Vulnerabilities

+ OWASP: Top Ten, Application Security Verification

Standard, Mobile Application Security, Testing
Guides (Web Security Testing, Mobile Security
Testing), Firmware Security Testing Methodology

« TOCT P 56939-2016. Pa3paboTka 6e3onacHoro

techniques - A framework for access management

- ISO/IEC 24760-2 Information technology - Security

techniques - A framework for identity management
- Part 2: Reference architecture and requirements

- ISO/IEC TS 29003 Information technology Security

techniques Identity proofing

- NIST SP 800-63 Digital Identity Guidelines
« [OCT P 58833 3awmuTa nidbopmauun. MoeHtudukaumns

n ayTeHTUdmKauuns

« FOCT P 70262.1 3awuTa nHbopMauuu.

peHTndUKaumsa 1 ayTeHTudUKaums. YpoBHU foBepus
noeHTuduKaumm

1))

-

nHdopmaLmu. Mpoueccbl GOPMUPOBAHMSA U NPOBEPKN
3/1eKTPOHHOW LMbpoBOI noanucu

« TOCT P 34.11-2012. Kpuntorpadumyeckas 3awura

nHbopMaLmmn. OYHKLMA X3WNPOBaHUS

« FOCT P 34.12-2015. KpunTorpaduyeckas 3awmra

nHdopmaumn. bnoyHole Wudpsbl

- TOCT P 34.13-2015. KpunTorpaduyeckasa 3awmra

nHpopMaunn. Pexxumbl paboTbl 6104YHbIX WKDPOB

- MHCT 799. Kpuntorpaduyeckas 3awmra nHbopmauum.

TepMMHbI n onpepeneHus

- NIST SP 800-57: Recommendation for Key Management
- NIST SP 800-90A/B/C: Recommendations for Random

Security technigues - Information security
incident management - Principles of
incident management

NIST SP 800-61 Computer Security Incident
Handling Guide

MITRE 11 Strategies of a World-Class
Cybersecurity Operations Center

MITRE ATT&CK

MITRE D3FEND

Management Planning: Preventive Maintenance for
Technology

- SANS Vulnerability Management Maturity Model
- MeToamyeckuin pokymeHT @CTIK Poccuu.

PYKOBOACTBO MO yNpaBieHUI0 yA3BUMOCTAMU B OpraHe
(opraHusaumm) ot 13.05.2023

« TOCT P 56545-2015 3awuta MHbopMaumu. YA3BUMOCTH

MHbOPMALMOHHBIX cucTeM. MpaBuna onucaHus
yA3BMMOCTEN.

« FOCT P 56546-2015 3awmuTta nipopmaumu. Ya3BuMocTun

MHGOPMaLMOHHBIX cucTeM. Knaccudukauus
ya3BMMOCTEN

+ NIST SP 800-115 Technical Guide to Information

Security Testing and Assessment

- OWASP Testing Guides (Web Security Testing Guide

(WSTG), Mobile Security Testing Guide (MSTG),
Firmware Security Testing Methodology)

« PTES (Penetration Testing Methodologies and

Standards)

- OSSTMM (Open Source Security Testing Methodology

[\YELIVEL]

- ISSAF (Information System Security Assessment

Framework)

0]
—
Ny

Number Generation

» FIPS 197: Advanced Encryption Standard (AES)

- FIPS 186-5: Digital Signature Standard (DSS)

+ FIPS 202 SHA-3 Standard: Permutation-Based Hash
and Extendable-Output Functions

P06-P11

+ PykoBopacTBo @CTIK. PyKoBOACTBO MO OpraHusaumm
npouecca ynpaBneHus ys3BUMOCTAMU B OpraHe
(opranusauumm) ot 17.02.2023

one; aLLI/IOHHO!;I HageXXHoCTn . .
2 nporpaMMHoro obecneyenus Information protection.

Secure software development. General requirements

©

—PO1-P44

©

P16-P23, P26-P28

®

P01-P04, P12-P44 P01, P12, P14, P22, P31, P44 PO1, P12, P14, P22, P31, P44 P01, P02, PO5-P12, P18, P21, P27, P31-P33, P41, P43, P44 P32, P33 P01, P29-P31 P32-P35 P06-P11 P12-P14, P26, P27 “

MPOLLECCbI YNPABJTIEHUA N OBECNEYEHNA KWBEPBE3OINACHOC SANS, ISO 27001, akagemus Cbep, npoueccobl Kb Cbep

4 )

SECURITY OPERATIONS
GOVERNANCE SECURITY ENGINEERING PROTECT DETECT RESPOND
O6ecneyeHue COOTBETCTBUSA KoHTponb 6e3onacHocTy

AHanus co6biTuit Kb
3aKoHopaTesNIbHbIM U KOpnOpaTMBHOﬁ « MepBUYHbIN aHanu3 cobbiTUi
perynaTopHbiM Tpe6oBaHUAM apXUTEKTYpbI

KB ¢ koppensuuen
- OnpefeneHve 3aKoHOAATENbHbIX + AHanu3 nHpopmaLum o ;zizzl:iggm S BESHBI
W perynsTopHbix Tpe6oBaHui, TeKylweln 1 uenesomn
NPUMEHUMbIX K KOMNaHWUK, B TOM KOpnopaTUBHOW
yucne Ana AoYepHUX KOMMaHui, apxuTeKType
paboTalowmx B OPUCANKLUAX,

BoccTaHOBNeHue nocne
uHumaeHTos Kb

+ KoHTposb BOCCTaHOBNEHUS
paboTocnocobHOCTH
cuctem
1 CepBUCOB, 3aTPOHYTbIX
nHunpeHTom Kb

PeweHue

nHumpeHtoB Kb

- NpeHTuduKaLms KopHeBo
MPUYMHBI MHUMAEHTA,
onpepeneHve runoTessbl
MPUYMHBI MHLMAEHTa

O6ecneyeHune
6e30MacHOCTM 06/1a4HbIX
cepBUCOB
- AHanu3 Tpe6osaHuin Kb
K obecneyeHuio
6e3onacHOCTV 06nayuHbIX
cepBuUCOB

O6ecneyeHue ceTeBomn
6e3onacHocTH

+ AHanu3 Tpe6oBaHuii Kb
Kk obecneyeHuio ceteBoin
6esonacHocTn

MoaroroBKa OTYETHOCTU
no nHumaeHtam Kb
- MoproToBka oTyeTa o xoae
peweHns nHungeHta Kb
AN 3aMHTePECOBaHHbIX
CTOPOH

AHanus nHumaeHToB Kb

* BbinoNHeHWe aHanusa gna
YTOYHEHUA npounsowenuwero n
KOpHeBOVI MPUYUHBbI NHUMOEHTa

Nokanusauus
nHuupeHToB Kb
- OnpepeneHue

ONTUMAanbHbIX AENCTBUI NO
NOKaNu3aLnmu MHUMAEHTa

MOHUTOPUHT co6biTU KB

* MOHUTOPWHT ANns
BbiiBNEHNs cobbiTnin Kb:

- UT-nHdpacTpyKTypbl
KOMMaHuu,

- UCNONb3YeMbIX BHELHUX
CepBuncoB,

- aHOManui B NOTOKax
MaHHbIX, aKTUBHOCTU

YnpasneHue O06HOBNEHUAMU

* KoHTponb nnaHupoBaHus,
COrNacoBaHMs U YCTaHOBKMN
0BHOBNEHWI

3aWmnTa KOHEYHbIX
YCTPOUCTB

« AHanus Tpe6oeaHuin Kb
K KOHEUYHbIM YCTPOWCTBaM

3awmnTa faHHbIX

* AHanus Tpe6oeaHuin Kb
K 3alinTe AaHHbIX

KpunTtorpaduueckas
3aumTa
« AHanu3s tpe6osaHui Kb

K KpunTorpapuyeckomn
3almnTe AaHHbIX

YnpaBneHue

KOMMYHUKaUuUuamMu

no uHuupeHtam Kb

- YBegoMneHue
3aMHTEPeCcOBaHHbIX AL,
06 MHLMAEHTE U Xofe ero
peLleHusi cornacHo Matpuue
KOMMYHUKaUnn

Paspa6oTka
MeTOA0NM0orn4Yeckomn 6asbl
- PaspaboTka npoektos BHA,

MPOLIECCOB Ha OCHOBE
TpebosaHuin Kb

OnpepeneHue
Tpe6oBaHu Kb

- C6op 1 aHanu3
MHGOPMALMKU O BHELIHEM U
BHYTPEHHEM KOHTEKCTe
KOMMaHuu (NnaHbl pa3sBuTus
6u3Heca n UT, TpeboBaHus
pykoBoacTBa K Kb, BHewHwue

NMpoBepeHue
ayaAuToOB U OLE€HKUN
apdekTuBHocTu Kb
+ Onpepenexue,
cornacosaHue nnaHa
ayauToB Ha nepuop

YnpaBneHuve focTynom

« AHanu3s tpe6oBaHuin Kb
K ynpaBneHuio [OCTYynoM

KoHTponb yueTta
UT-akTuBOB
+ KoHTponb 6e3omnacHoro

YNPaBeHUS XU3HEHHbIM
umknom UT-akTuBOB

YnpasneHue ya3sMMOCTAMMU

* MOHUTOPWHT yA3BUMOCTEN
M OUeHKa NPpUMEeHUMOoCTn

TecTupoBaHue
Ha NPOHUKHOBEHUE,
RedTeam

+ MNoaroToBKa K NPOBEAEHUIO

+ OueHKa ys3BMMOCTeNn
TecTMpoBaHus

- OnpepenexHne HeO6XOANMbIX
APXWUTEKTYPHBIX PeLeHni
B YacTu:

- KaTeropmpoBaHus

VHbopMaumuu,

« OnpepenexHve
HeobXxoaAnMbIX
APXUTEKTYPHBIX PeLIeHni
B YacTu:

- ynpaB/ieHUs poieBoi

+ CornacoBaHue NaaHoBbIX
LMKOB OGHOBNEHUH,
nopsiAKa yCTaHOBKM
CPOYHbIX O6HOBNEHUI

+ MoAroToBKa OTHETHBIX
MaTepuanos B XofAe aHanusa
VHUMAEHTa, COXpaHeHne
HeobxoanMMon nHpopmaumu,

- OnpepeneHne Heob6xoaMMbIX
apPXUTEKTYPHbIX PeLeHnin
B YacTU:

- OueHKa BAuAHMA 1 MaclTtaba,
oborauwenune Tl-uHdopmaumnen

- OnpepeneHve MeToa0B
“ NPUOPUTETOB YCTPaHEeHUs
ysi3BMMOCTeN

+ OnpepeneHue Heob6XoANMbIX
apXWUTEKTYPHbIX PeleHuni
B YacTu:

*+ BoinonHeHue
COrn1acoBaHHbIX AENCTBUN

- OnpepeneHve HeobxoAMMbIX
aPXMTEKTYPHbIX PeLeHni

+ CornacosaHve
1 yTBEPXAEeHne

+ KOHTpO/b yyeTa 31eMeHTOB

« PekorHocumpoBka (c6op
UT-nHdpacTpyKTypbI

MHbopMaLumm) - NMoarotoBKa GUHaNbHOro

+ B pamkax ayauToB: « YCTpaHeHue 3/1eMeHTOB

TpeboBaHus, oba3aTenbcTBa
KoMMNaHuun, uHdopmaumsa o6
UT-apxutekType,

OT/INYHbIX OT PD

- OnpegeneHne NPUMEHUMbIX K

BHA/npoueccos

- BHegpeHune BH/npoueccos

- onpepenexHve obnactu
1 KpUTepueB ayauta,
- popmMupoBaHue paboueit

- OnpepeneHune TpeboBaHUn
KB K KoprnopaTuBHOM
apxuTekType

- KOHOUTrypUpoBaHUs
KOHEYHbIX YCTPOWCTB,
- OpraHu3aLuuu yaaneHHoro

- MapK1MpoBaHus
(rpudoBaHns) LOKYMEHTOB,

- CerMeHTMpOBaHusA ceTu,
npuMeHeHus cpeacTs MC3

- OnpeneneHne

KPUTUYHOCTUN CEPBUCOB

KOMMaHUu 1 T.4.)

- OnpepeneHune TpeboBaHUn
KB c y4yétom aHanusa

KoMnaHum Tpe6oBaHuii No
MOAK/TIOYEHMIO K UMDPOBBIM
roCyAapCcTBEHHbBIM CUCTEMAM
v cepsucam (TocCOMKA,

®UHLEPT, Fockntoy, FoNoBHOMN

* KoHTpOnb npuMeHeHus
BHO/npoueccos

« AHanu3 akTyanbHOCTU

rpynnbl ayauta,

- NpoBeAeHve ayauTa,

- NOArOTOBKA OTYETa ayAuTa,

- NOArOTOBKaA U
cornacoBaHue naaHa

- NosepeHune TpebosaHuit Kb
[0 y4aCTHMKOB npouecca
pa3BUTUSA KOPNOPaTUBHOWM
apXUTEKTYPbI

MHPOPMALIMK O BHELLIHEM,
BHYTPEHHEM KOHTEKCTe
KOMMaHuM n
MOAeIMPOBaHUSA Yrpos,
HapywwuTtens Kb

YU, HaumoHanbHbiM YL, EBC,
[« VEL:))

» OueHKa coOTBEeTCTBMUSA
KoMnaHun TpE6OBBHM§lM

MeToponornyeckon 6asbl

MeponpuaTUi

M0 YCTPaHEeHuo
HECOOTBETCTBHII

- KoHTponb peanusauumn
TpeboBaHui Kb B
KOpNopaTUBHOMN
apxuTekType

noctyna,

- yctaHoBku OC, MMNO
1 06HOBNEHUIA Ha KOHEYHbIX
YCTPOWCTBAX,

- OpraHu3aLumn 3aluThbl
YYETHbIX 3anucei,
noeHTuduKaumm
1 ayTeHTUdUKaLm
B NMPUMEHEHUN K KOHEYHbIM
TouYKam,

- XpaHeHus nHopmauum,

- pocTtyna K
KOHbMAeHUManbHom
MHbopMauuu,

- nepepayn
KOHbMAeHUMaNnbHOM
nHdopmaumm,

- YHUYTOXEHMS MHbopMaummn

+ KOHTposb BHEAPEHUS

- 3alNTbl NnepumeTpa
ceTun/cermeHTa,

- ynpaBneHus AocTynom
K pecypcam ceTu,

- upeHTuduKauumn
1 ayTeHTUdUKauum
nonb3oBaTenei, yCTPOWUCTB 1
CEepBUCOB NPU CETEBOM
B3aMMOAencTBumn,

- 6esonacHoro
aAMUHNCTPUPOBaHMUSA

« NnaHMpoBaHWe U KOHTPONb
YCTPaHEeHWsi HECOOTBETCTBUM

- O6paboTka 3anpocos
perynsiTopos

- perucTpauuu cobbiTui
ncnonb3osaHusa C3U

+ KoHTponb BHeApeHus
Bbl6paHHbIX peleHunin

BbIGPaHHbIX pelweHnin

1 CONPOBOX/AEHUSA CEeTeBOro
obopynoBaHus,

- MOHMTOPUHra CeTEeBbIX
B3aMMoOpencTBuii u cobbiTuit,

- aKTyanusaumu NpuMeHseMblx
Mep 3alLnThbl U CETEBbIX MONUTUK
6e3onacHocTn

- KOHTponb BHeApeHus
BbIGPaHHbIX PELeHWI 1 CeTEBbIX
nonnTUK 6esonacHocTu

+ KoHTponb BHeApeHus

HeobXxoanMbIX
APXUTEKTYPHbIX PeLleHmnin
B 4acTu:
ayTeHTMduKaumm,
asTopu3auum,

3alnTLI CETH,

3alMTbl KaHaNoB CBA3M,
AHTUBMPYCHOM 3alLUTbl U
KOHTPOJIS LLE@NOCTHOCTH,
3alLUTbI faHHbIX,
pasmeLLaembix Ha
o6nayHbix cepBucax (B Tom
yucne Kkpuntorpadumyeckon
3aWwmnThl),

KOHTpONAa
npuennerMpoBaHHoOro
aocTyna,

MOHUTOPUHra U ayauTa,
KOHTPOJIS M aHanu3a
3alUMLIEHHOCTH,
pe3epBHOro KOMMpoBaHUs

pecypcam,

pecypcam,

3anucamu,

pecypcam

Bbl6pPaHHbIX peLeHnit

MOAENbIo AOCTYNA K
MHbOPMALMOHHBIM

- yNpaBieHns AoCTynoMm
K MHDOPMaLMOHHbIM

- yNpaBieHUs Y4eTHbIMU
- KOHTpONSA AocTyna

K MHPOPMALIMOHHbIM

« KOHTpO/ib BHeApeHus
Bbl6PaHHbIX peleHunit

B YacTu:
- NTPUMEHeHUs WKdpPoBaHUs
AN19 33WKUTbl MHPOPMALMK NPy

8 CMDB

+ KOHTPO/Ib KOPPEKTHOCTH

+ YcTpaHeHue ysa3BuMocTei

- Boibop BeKTOpa ataku
U UHCTPYMEHTOB aTakun

nepcoHana

+ ConoctasneHue

apTedakToB

C Kputepuamu, npuHaTue

XpaHeHun, obpaboTke,

KOHbUrypauuii anemMeHToB

peweHnsa o Haan4ynmn

+ OLEHKa KPUTUYHOCTH,

nepepave,
- UICNONb30BaHUs CPEACTB

3/1eKTPOHHOW noanucu,
- upeHTudUKaummn

UT-undpactpyktypsl (KB)

+ KOHTponb ycTpaHeHus
ysa3BMMOCTEN

+ KOHTPO/Ib U3MEHEHUI

B UT-uHdpacTpyKkType

+ dKkcnnyaTaums (nposepka
HaleHHbIX yA3BUMOCTeN,

fanbHellee NPOABUXEHMNE)

nHuupeHTa Kb

- Mepepaya pesynsrata aHanusa ---

c MHbopmMaumen 06 HuMaeHTe

Mpwn yyeHUsx GyHKLUK

npuopuTeTa UHUMOEeHTa

1 ayTeHTUdUKauum

C Ucnonb3oBaHeM
KpunTorpaduyeckmx
anropuTMoB

(cornacoBaHHOCTb,
y4ét 8 CMDB)

- MoAroToBKa OTYETOB

no TeCTMpoBaHUto

KB pns pearvpoBaHus

Mpu y4eHUsx pyHKLUUn
BbIMONHAKTCA KOMaHIZLOFI
BlueTeam

BbIMOJHAOTCA KOMaHAoM
BlueTeam

- Yyet TpeboBaHuit No
NOAKMIOYEHNUIO U
opraHusauum
B3aMMOLeNCcTBUs C
rocyfapCcTBeHHbIMU
cucTeMamMu U cepemcamm
(Fockntioy, FonosHom YL,
HauuoHanbHbin YL, EBC,
[ YE]:))

- KoHTponb BHeApPeHUs
BbIOPAHHbIX peleHui

o

no noKanusaum
MHUMAEHTA

- MpoBepKa ycnewHocTn
noKanusaumum

- dukcaumna pesynbrata
NoKanusauuu, BAMSHUS
Ha 6usHec n UT-cepeucsl

Mpu yyeHnax yHKUUm
BbIMOMHSATCSH KOMaHA0MN
BlueTeam

o

©

* YnpaBneHue
KOMMYHWKaLUSMU C

yrposbl

+ KOHTpOnb ycTpaHeHus

- MopTBePXAEHME NMONHOTO
BOCCTaHOB/IEHWSI Mocne
MHumpeHTa Kb

yrposbi

oTtyeTa no nHunaeHTy Kb,
C yKa3aHMeM KOpHEeBbIX

NPUYNH, COXPaHSAIOWMNXCS
npo6nem (Npu Hanuuum),

perynstopamu,
npepocTaBneHve
nHbopmauum B NocCOMKA,
DUHLEPT

 PelleHne o He06Xxo0aANMMOCTHU
nocT-aHanusa,
onpepenexve

baKToB HapyLeHus
TpeboBaHuit Kb,

HEOBXOAMMbIX peLleHnit

* Ynpasnexue

KOMMYHUMKaumamum co CMU,
napTHépamu, KNMeHTamu

HeobXxoaAnMbIX AeNCTBUN

B CNyYae HapylweHus
nonutnk Kb nnu
HeyCTpaHEHHOW npobnembl

Mpu yyeHnax GyHKunm
BbINOMIHAKOTCA KOMaHA0M
PurpleTeam (6e3 BHeLWHUX
KOMMYHUKaLUMI)

. 3aKprTMe UHUMOEeHTa n
MHdopMUpoBaHue

o

©

Mpyn y4eHUaxX GyHKUUK
BbIMONHATCA KOMaHAaMun
BlueTeam (cTaHAapTHbIN
OTYET MO UHLMAEHTY) U
PurpleTeam (06wmin otyeT
no y4yeHusm)

S04, S08, S10, ST S04, S08, S10, ST S04, S08, S10, ST S04, S08, S10, ST S04, S08, S10, ST S04, S08, S10, S11 S01, S02, S04, S08, S13 S01, S08, S13

RISK ASSESSMENT SECURE SOFTWARE DEVELOPMENT

YnpasneHue puckom Kb dopMupoBaHue
+ MipeHTudukaums puckos Kb Tpe6oBaHUN K NPOAYKTY
U MOpAEeNnuMpoBaHue yrpos

® @) ©)

PHYSICAL & ENV. SECURITY

O6ecneyeHne KOHTpons
AOCTYNa K NnowagKkam
pasmeweHus UT u Kb

THREAT INTELLIGENCE

Pa3paboTKa cueHapueB
pearupoBaHus

+ Co3paHune HoBbIX

HUMAN RESOURCES AWARENESS & SECURITY

UHdopmMuposaHue
0 co6biTuAX Kb

- Paspa6otka nnaHa

PasBuTHE KOMNETEeHUUN
nepcoHana Cnyx6bi Kb

- PaspaboTka nporpammel

MosbiweHne
OCBEAOMIEHHOCTU
B o6nactu Kb

NMpoBepka npu npuéme
Ha pa6oTy
- BeneHve nepeyHsa Tpe6oBaHuMin

NMpumeHeHune
AUCLUNANHAPHbIX Mep

« NMoppep)xaHne B aKTyanbHOM

O6ecneyeHune 3aWnThl B
YacTU NOACUCTEM
31eKTPONUTaHus,
KOHAULIMOHUPOBAHMS,

O6ecneuyeHue pusnueckon
3aWMUTbl IMHUI CBA3KU
. BG,D,EHVIE aKTyanbHOro

O6ecneuyeHue pusnueckon
3aWmTbl 3N1€MeHTOB UT
n KB-uHdpacTpyKTypbI

O6ecneuyeHne 6esonacHoro
KOAUpOoBaHuSA
U TeCTUPOBaHUSA

MpuHATUE pelleHuit Ha
OCHOBE aHaNUTUKK

+ i3yyeHwue npoaykTa

MoaroToBKa aHANIUTUHECKOMN
nHbopmauun
- l/IayueHMe AAHHbIX O

NMouck kubepyrpos

- PazpaboTka runoresbl
cueHapua (usecase)

YnpaeneHue paHHbIMU O
Kubepyrposax

« MopKntoYeHne NCTOYHUKOB

YnpasneHue puckom Kb,
CBAI3aHHbIM C TPETbUMMU
CTOPOHaMu

YnpaBneHue
HenpepbIBHOCTbIO 6Uu3Heca
» MnaHnMpoBaHWe pearMpoBaHua B

KOHTPONb apXUTEeKTypbl
npoaykKTa
+ KoHTponb npuMeHeHus npu

MpoeepeHue NCU

« NpoBepeHue
NpUeMo-CcAaTouHbIX
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OaHHbIX 0 Kubepyrposax (feed,

BHELUHWe OTYeTbl, AaHHble 06 + C60p MHdopMaLmu,

Knbepyrposax

aHanUTUKKM No
Knbepyrposam

cueHapWeB v Npasun
pearupoBaHus,

MHDPACTPYKTYpe), BKAOYasa
[ocCOMKA, ®UHLEPT, 6AY
DCTIK

- O6oralleHune AaHHbIX
MCTOYHMKOB O KMBepyrposax

- KOHTpoJsib paboToCnoco6HOCTN
WUCTOYHUKOB AaHHbIX O
Knbepyrposax

oTHocsAWenca
K MHdpacTpyKType

- Mouck Knbepyrpos

- C6op cBepeHun n
coxpaHeHue IOC u TTP

» dopMupoBaHue
pekoMeHzaunm

- O6oraweHue
nHbopmauuen
O KOHTEeKCTe opraHmsauunmn

+ Co3paHue npoaykTa
aHaNUTUKN

nx onucaHue un

* MNpuHATHE peleHns o
HeobxoanMMocCTH
pearnpoBaHusa
B 4acTu:

- CO34aHUA/HACTPOMKMN
npasuna Koppensauuu,

- NONCKa yrpo3bl
B MHDPACTPYKTYpe,

- NnpepocTaBneHns
MHbOPMaLWM TpeTbUM
nvuam,

- nuameHeHnus b 10C,

- U3MeHEeHUs KOHPUrypaLuu
CPeAcTB 3aluThl,

- CO3[aHMUA/HACTPONKM
cLeHapus pearvpoBaHus

Kknaccudukaumna
« TectupoBaHune npasun

+ Pa3paboTKa [AeXypHbIX
npoueayp

- Beop npasun B
NPOMbIWIEHHYIO
JKcnnyaTaumio

©)

« OueHka puckos Kb

- ®opMupoBaHue TpeboBaHU

c/lyyae YpesBblYaHbIX
cUTyauui, paspaboTtka

« Bbibop 1 npvMeHeHne
cnoco6oB 06paboTkM pUCKOB

« Pernctpauuns mnHumpeHTos KB,
CBSI3aHHbIX C puckamu

+ O6ecneueHue
OCBEOM/IEHHOCTN
0 puckax Kb

* MOHUTOPUHT pucka Kb u
3 EKTUBHOCTN Mep 3aLuThbl

* KOHTponb 3 heKTUBHOCTHU
CUCTEMbI YNIPaBNEHUA PUCKOM
KB

* Y4eT pe3ynbTaToB yNpaBneHus
PUCKOM MpW aKTyanusauum
TpeboBaHu Kb

B OTHOWEHUN TPeTbUX CTOPOH
(B T.4. Tpe6oBaHua npu

Kb nepepaye AaHHbIX,
NOAKNIOYEHUM K
WHDPACTPYKTYpPE KOMNaHUK)

» ®opMupoBaHue TpeboBaHui
K Lienoyke nocTaBok
NporpamMMHOro 1 annapaTHoro
obecneyexus

« YnpasneHue cornawexnnamu Kb
C TPETBUMU CTOPOHAMMU,
OLleHKa BbIMOJIHEHNSA
TpeboBaHum

cueHapues YC u nnaHoB
pearvmpoBaHus

+ KoHTponb TecTupoBaHus
nnaHoB pearMpoeaxus,
NPOBeAeHNS YYeHWit

+ KOHTpONIb Hanuuns pesepBHot
MHBPACTPYKTYpPbI
1 NoAAepXKaHusa ee
B paboyem cocTosHMK

* KOHTPONb Hannuus B NnaHax

BOCCTaHOBNeHUA Meponpvmmﬁ,

obecneynsatowmx Tpebyembii
ypoBeHb Kb

* MOHUTOPUHF Tpurrepos YC,
pearnpoBaHue B cnyyae YC

* MopgenuposaHue yrpo3 Kb

+ YTOUYHeHMe U cornacoBaHne
NpoeKTa apxMTeKTypbl
NpPUNoXeHni (NPoayKTOB)
C y4eToM pe3ynbTaToB
MOAEN1poBaHns yrpos

pa3spaboTke MO 6e3onacHbix
MHCTPYMEHTa/IbHbIX CPeACTB

+ KoHTponb cobniopeHns
COrnacoBaHHOro NpoekTa
apXMTEKTYpbI Npu paspaboTke
NPUIOXKEHUN

« KoHTponb cobnopeHns

nopsiaka obopmMneHus,
XPaHEHWS UCXOAHOTO KoAA
NPUNOXEHU

« NpoBeaeHue aKcnepTU3bl

Kopa, CTaTU4eCcKoro u
ANHAaMUYeCKOoro aHanusa
KOoAa NPUNOXKEHUN

« NpoBepeHne

dYHKLMOHANbHOIO
TECTUPOBAHUS NMPUNOXKEHWI

- NpoBepeHne

$a33uHr-TecTMpoBaHus

- NpoBeaeHve aHanusa

3alMLEHHOCTN
NPUIOXeHUM

MCNbITAHUI MPUIOXKEHUI

- ObecneyeHwe 3aLuTbl
NPUNOXEHWUN 1
3KCMIyaTauMOHHbIX
LOKYMEHTOB Npu Ux
nepepaye notpeburenio

K BOoMKHOCTAM Cnyx6bl Kb
(a TakKe No KPUTUYHBIM
ona Kb pomxHoctam UT)

« NpoBepka KaHAMAATOB Ha
LLOMKHOCTW Ha COOTBETCTBUE
TpeboBaHuaM (4epes Cnyxby
6e3onacHoctun, HR, cunamm
Cnyx6bl KB)

COCTOSIHUM MaTPULbl KaAPOBbIX
peleHnit 3a HapyLeHue

- PaspaboTka u

MHbOPMUPOBaHWA
PaBoTHUKOB KOMMaHUM

obyyeHuns nepcoHana Kb

UHPPACTPYKTYPbI

Ha nnowaaKax

TpeboBaHu Kb

aKTyanusauusa nporpamMmmbl
nosblWeHna
0CBEAOMJIEHHOCTU

- [oBeneHune 0o paboTHMKOB

KOMMNaHUun Tpe6oBaHmin
no cobnogeHunio Mmep Kb

1 nHdopmaumm

06

OTBETCTBEHHOCTU

* IHMUMaums 1 KOHTPOb

npUMEeHeHUsa Mep
ANCLMNANHAPHOM
OTBETCTBEHHOCTU

3a HapyleHue
TpeboBaHu Kb

+ Peanusauus nporpamMmbl
NoBbIlEeHUs
OCBELOMNEHHOCTUN

« OueHKa pe3ynbTaToB U
COBepLUEHCTBOBaHME
nporpamMmmbl NOBbIWEHNA
OCBGIJ.OMI'IéHHOCTI/I

0 cobbiTusx Kb

- VBegoMeHne paboTHUKOB
KOMMaHuu o cobbituax Kb,
B TOM Ymncne Tpebyowmx
CPOYHOII peakuum

- O6yyeHuns nepcoHana Kb

« MNMpoBepKa 3HaHuM
nepcoHana Kb

+ BepeHue akTyanbHoro

nepeyHs [oMnyLLEeHHOro
K nnolafkam nepcoHana
KOMNaHWu, napTHepoB,
KNWEHTOB ¢ nHdopmaumen
0 npasax, napamerpax
AocTtyna

- ObecneyeHue

ayTeHTMbuKaumum n
aBTOpM3aLnK cy6bekToB

Ha mepuMeTpe NowWanokK
cpepctBamu CKY[ n oxpaHbl

+ MOHWUTOPWHT gocTyna

(norn CKYA, curHanusaums,
BuaeoHabnoneHve)

C BbiIBNeHMeM aHoMarsbHOM
AKTUBHOCTU

- BeeHue akTyanbHoro
nepeyHs [oNyLEeHHOro
K MOMeLLeHNsM nepcoHana
KOMMaHun, napTHepoB,
K/IMEeHTOB ¢ nHdopmaumen
0 npasax, napamerpax
AocTtyna

- BepeHus nepeyHs
nomeweHuin n NT-akTMBoB.,
Tpebywmnx usmnyeckon
3aWmThI

- O6ecneueHve
ayTeHTUdUKaLUK 1
aBTOpW3aLMK Cy6beKToB
npu goctyne B NoMeLeHns
orpaHu4yeHHoro goctyna

* MOHUTOPWHT gocTyna
B MomelleHus
OrpaHUYeHHOro AocTyna

nepeyHs NTMHUIN CBA3N U
TpeboBaHui No Ux
duanyeckoi 3awmTe

« KoHTponb peanusauuun mep
GU3MYeCcKON 3aWnTbl TUHUIA
cBs3n

+ KoHTponb NpuMeHeHus
GU3MYeCcKon 3aWmnTbl TMHUI
CBSI31 (OHIAMH-KOHTPONb,
ayAnTbl)

NnoXXapoTyweHus

+ BegeHue aKkTyasbHOro nepeyHs
nomelyeHui, obopynoBaHusa,
Tpebytouiero obecneyerus
ocoboro pexunmMa
3N1eKTpONUTaHus,
KOHAWLMOHUPOBAHUA
1 NOXXapoTyLeHus

+ KOHTpoNib NpUMeHeHNs
cucTem, obecneunBaloLmx
TpebyeMbie napameTpbl
31eKTPONUTaHus,
KOHAWLMOHNPOBaHUS
1 MOXapoTyLIeHus,

B TOM 4uC/e B 4acTu
pe3epBUPOBaHUS

» KOHTPO/Nb KOPPEKTHOW paboTbl
CUCTEM 3N1eKTPOMUTaHUS,
KOHAWLMOHUPOBAaHUA
1 NOXXapoTyLeHus
(OHNaMH-KOHTPONb, ayAnTbI)

S01, S04, S08, S12, S13
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S01, S06, S08
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S01, S08, S12, S13 S01, S08, S12 S01, S06, S08 S01-S04, S06, S08 S01, S04, S05, S08, S09 S01, S04, S05, S08, S09 S01, S08, S09 S01, S08, S09 S01, S08 S01, S08 S01, S03, S07, S08 S01, S03, S07, S08 S01, S07, S08 S01-S04, S08 S01, S03, S08 S01, S04, S08 S01-504, S08
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TEXHOJIOIMUU KB
GOVERNANCE IDENTIFY & PROTECT RESPOND RECOVER

rpynnuposka no ¢yHkumam NIST CSF 2.0

~\

Network security

Endpoint protection Vulnerability Data Protection Patch management Penetration testing, Awareness and Access Management SSDLC Cryptography Physical security Incident Analysis Incident Incident localization Incident resolving Incident reporting

SGRC: R-Vision, Securitm,
Security Vision, Eramba

ERP: 1C, Directum, SAP, Infor,
Oracle ERP Cloud

Bl: Visiology, ®opcawT,
Polymatica, Yandex Datalens,
Cakypa PRO, Sisense, Oracle
Analytics Cloud

Document management
systems: SberDocs, 1C
[oKyMeHTo060pOoT, ABaHAOK,
Ownapok, Directum, Docvision

» Antivirus: Kaspersky Endpoint
Security, Dr.Web, Symantec

+ EDR/XDR: Bi.Zone EDR,
Kaspersky EDR, ESET protect
enterprise

* FDE: BitLocker, ESET full disk
encryption, TrueCrypt

+ AAA: Tacacs+, RADIUS

+ Local FW: Windows firewall,
Ipchains

+ HIPS: Kaspersky Endpoint
Security, OSSEC, McAfee Host
Intrusion Prevention for Server

+ MDM: Kaspersky security for
mobile, Fasephone,
Safemobile

» Sandbox: PT sandbox,
Kaspersky Sandbox,
CheckPoiunt Sandbox

- Integrity control tools: MAK
Cobonb, KoHouaeHT, Dallas

Management

-Vuln. Scanners: PT MaxPatrol,
RedCheck, ScanOVAL, Nessus,

Qualys, Nmap+nse script, Wazuh,

Nikto, Wapiti, SqlMap

- Pentest tool: Kali Linux, Burp
Suite, Metasploit Framework,
Nmap, Wireshark, SQLMap, John

the Ripper, Aircrack-ng, Maltego,

Hashcat, Nikto, OpenVAS, BeEF
(Browser Exploitation
Framework), OWASP ZAP (Zed
Attack Proxy)

« DLP: Solar Dozor, Falcongaze,
Zecurion, Infowatch

- DAG: Infowatch Data
Discovery, Cnexktp DCAP,
Zecurion DCAP, Veritas Data
Insight

- DAM: Solar inRights, Imperva
SecureSphere, Netwrix Auditor,
SolarWinds Access Rights
Manager

- Data crawler: Dozor file
Crawler, Security Crawl Maze

«IRM: Microsoft AD RMS, Oracle
IRM

- UBA: Zecurion DLP, Splunk
User Behavior Analytics),
Exabeam Security Management
Platform, Securonix Security
Analytics Platform

- Portable storage device
control tools: McAfee Device

« Antivirus: Kaspersky Endpoint
Security, Dr.Web, Symantec

- MDM: Kaspersky security for mobile,
Fasephone, Safemobile

= Vuln. Scanners: PT MaxPatrol,
RedCheck, ScanOVAL, Nessus,
Qualys, Nmap+nse script, Wazuh,
Nikto, Wapiti, SqlMap

- NGFW/UTM: UserGate, Ideco NGFW, PT
NGFW, Fortinet FortiGate UTM, Palo Alto
Networks NGFW, Fortinet FortiGate UTM,
Cisco Firepower, Check Point NGFW

- DDoS protection: Qrator, ServicePipe,
StormWall, Bi.Zone CDP, Cloudflare DDoS
Protection, Arbor Networks, Radware
DefensePro, F5 Networks DDoS Defender

- WAF: CWAF, PT WAF, Nemesida WAF,
KoHTuHeHT WAF, SolidWall WAF,
ServicePipe, Webmonitorix, Imperva
SecureSphere WAF, F5 BIG-IP ASM,
Fortinet FortiWeb

- Antispam: Kaspersky Secure Mail Gateway,
Symantec Messaging Gateway, Barracuda
Email Security GW, Sophos Email Security

* VPN: AMUKOH DMCY-IP, UHdoTeKC ViPNet
Coordinator, HTLL Atnac Ataukc-VPN,
3/IBUC-MJTKOC 3acTaBa, Kon 6e3onacHocTu
KoHTuHeHT, Cisco AnyConnect, OpenVPN,
Palo Alto GlobalProtect, Fortinet
FortiClient VPN, Check Point Endpoint
Security VPN

« NAC: UserGate Client, WNAM, CAKYPA,
Cisco ISE, Aruba ClearPass, ForeScout
CounterACT, Extreme Networks NAC

- IDS: ViPNet IDS NS, Apryc, Py6ukoH, COB

+ IPS: COB KoHTUHeHT, Traffic Inspector NG,

Sourcefire IPS, Trend Micro TippingPoint,
Check Point IPS, SonicWall IPS

- DPI: TAPIA DPI, PROTEI DPI, DPI Equila,

Palo Alto DPI, Cisco ASA FirePOWER,
Fortinet DPI, Check Point App Control
802.1x: Cisco ISE, Aruba ClearPass,
Extreme Networks NAC, Juniper UAC

- PortSecurity: Cisco Port Security, Juniper

Port Security, Aruba Dynamic
Segmentation, Extreme Port Security

« Honeypot: Kog be3onacHoct Honeypot

Manager, KFSensor, Cowrie, Honeyd,
Glastopf

- Network scanners: MaxPatrol VM, XSpider,

RedCheck, ScanOVAL, Nessus, OpenVAS,
QualysGuard, Rapid7 Nexpose, Acunetix

« NTA: PT Network Attack Discovery, ViPNet

Coordinator KB 4, lapga MoHutop,
Darktrace, Vectra Al, ExtraHop Reveal(x),
Cisco Stealthwatch, FireEye NX

« Stream antivirus: Symantec Network

Detection and Response, Cisco Secure
Network Analytics, FireEye Network
Security (NX)

- Web security gateway: Zscaler Internet

Access, Symantec SWG, Barracuda Web

RedTeam

- OSINT: Maltego, theHarvester,
Shodan, SpiderFoot, Recon-ng,
Metagoofil, FOCA

«Vuln. Scanners: Vuln. Scanners: PT
MaxPatrol, RedCheck, ScanOVAL,
Nessus, Qualys, Nmap+nse script,
Wazuh, Nikto, Wapiti, SqlMap

- Exploits: Metasploit, Cobalt Strike,
Immunity Canvas, Core Impact,
Exploit Pack, SQLmap, Nessus,
OpenVAS, Burp Suite, Nexpose

- NTA (TAP): Wireshark, Suricata,
Snort, Moloch, Darktrace, Cisco
Stealthwatch, SolarWinds NTA

- Reverse shell: Netcat, Metasploit
Framework, PowerShell Empire,
Nishang, Pupy, Cobalt Strike

- Rootkits: Veil, PowerSploit,
FuzzBunch, Mimikatz, Pupy

training

» Online education platforms:

Kaspersky ASAP, Bi.Zone Security

Fitness, Trend Micro Phish
Insight, KnowBe4 Security

Awareness Training

- Phishing, Baiting tools: KnowBe4

Phishing security test, PhishMe

Cofense, PThreatSim Proofpoint,

andusecure UPhish
* Rogue wifi

KaliLinux, BlackArch

Linux, Aircrack-ng, Fluxion,

Bettercap, Hostapd

« AAA: Tacacs+, RADIUS

- PAM: Indeed PAM,
Safelnspect, Senhasegura,
Single Connect, CyberARK

- 2FA/MFA: Indeed, AHpoekc
kntou, Cisco DUO, Google auth

* FW/RA: UserGate VPN, Ideco
UTM, KoHTUHeHT, PaloAlto
Networks, Fortinet

- IDM: Avanpost IDM, Ankey

- IDM, Solar InRights, Oracle IM

- IDFW: Cisco Firepower,
UserGate UTM, Fortinet
Fortigate, PaloAlto NGFW,

- CASB: Cisco Cloudlock,
Bitglass CASB, Forcepoint
CASB, Symantec CloudSOC

* NAC: Cakypa, CISCO ISE,
pfsense

+ SAST: SberWorks Cherkmarx,
Solar AppScreener, PTAI, Bi.Zone
SSDLC Platform

+ DAST: PT BB, Solar AppScreener,
Bi.Zone SSDLC Platform

+ IAST: Contrast Security, Veracode
Interactive Analysis, Checkmarx
CxIAST

+ MAST: AppKnox Mobile
Application Security, Snyk,
eShard esChecker -

+SCA: Snyk, WhiteSource, Black iy
Duck, Sonatype Nexus Lifecycle ©

+ Fuzzing: Peach Fuzzer, Sulley,
Radamsa, LibFuzzer, honggfuzz

*+ TLS/SSL:OpenSSL, GnuTLS

« E2EE:Telegram (MTProto),
ProtonMail (OpenPGP)

- Database encryption: Oracle
advanced security, IBM
Guardium Data Encryption

+ Digital signature: Entrust,
AdobeSign, Docusign,
CryptoPro

* Smart-card/Token: Gemalto
IDPrime, Nitrokey,
RusCrypto

+ HSM: Thales nShield,
Utimaco HSM, Infotecs
VipNet HSM

Technology

Access Control

Marking Systems

- Secure boot: UEFI Secure
Boot, Intel Boot Guard
« Tamper detection: ADT
Tamper Detection Systems,
DSC Tamper Resistant Contact N)

Devices

* PGP: GnuPG, Symantec
Desktop Email Encryption

« CCTV: Hikvision, Dahua
- PACS: LenelS2, Honeywell
- Intrusion alarms: Pyronix,

Bosch Security Sys
- Seal labeling: Matthews

S

SIEM: MaxPatrol SIEM, Splunk,

IBM QRadar, LogRhythm
EDR/XDR: Bi.Zone EDR,
Kaspersky EDR, ESET protect
enterprise

TIP: Searchinform Risk Monitor,

R-Vision Security Operations

Center , ThreatConnect, Anomali

ThreatStream, ThreatQ
Forensic Tools: ElcomSoft

Forensic Toolkit (EFt), EnCase

= Forensic, Autopsy, FTK (Forensic =

Toolkit)
Honeypot: HoneyPot PT,
KFSensor, Cowrie, Honeyd

< IRP: Carbon Black IRP,
CrowdStrike IRP, PT Incident
Response Framework

- Forensic Tools: EnCase Forensic,
X-Ways Forensics, ElcomSoft
Forensic Toolkit (EFt)

- Sandbox: Cuckoo Sandbox,
FireEye Sandbox, Kaspersky
Sandbox

- Reverse engineering: IDA Pro,
Ghidra, Radare2

-
H

communication

management

«IRP: Carbon Black IRP,
CrowdStrike IRP, PT Incident

Response Framework
+IM: Telegram

+ Antivirus: Kaspersky Endpoint
Security, Dr.Web, Symantec

*NGFW/UTM: UserGate, Ideco
NGFW, PT NGFW, Fortinet
FortiGate UTM, Palo Alto Networ
ks NGFW, Fortinet FortiGate
UTM, Cisco Firepower, Check
Point NGFW

+ HIPS: Kasperky Endpoint
Security, OSSEC, McAfee Host
Intrusion Prevention for Server

+SIEM: MaxPatrol SIEM, Splunk,
IBM QRadar, LogRhythm

- SOC: Bi.Zone SOC, Solar JSOC,
ANGARA SOC

+ Antivirus: Kaspersky Endpoint
Security, Dr.Web, Symantec

*NGFW/UTM: UserGate, Ideco
NGFW, PT NGFW, Fortinet
FortiGate UTM, Palo Alto
Networks NGFW, Fortinet
FortiGate UTM, Cisco Firepower,
Check Point NGFW

- EDR/XDR: Bi.Zone EDR,
Kaspersky EDR, ESET protect
enterprise

- WAF: CWAF, PT WAF,
Nemesida WAF, KoHTUHeHT WAF,
SolidWall WAF, ServicePipe,
Webmonitorix, Imperva
SecureSphere WAF, F5 BIG-IP
ASM, Fortinet FortiWeb

< IRP: Carbon Black IRP,
CrowdStrike IRP, PT Incident
Response Framework

- SIEM: MaxPatrol SIEM, Splunk,
IBM QRadar, LogRhythm

- SOC: Bi.Zone SOC, Solar JSOC,
ANGARA SOC

TexHonoruu Kb n UT, KoTopble
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- Data Integrity tools: Tripwire, GIS

Efros Config Inspector, Bytes
AIDE, Netwrix Auditor, Qualys

File Integrity Monitoring, OSSEC

- Backup and Recovery Solutions
- Configuration Management &

ITAM

Lock Control, Symantec Endpoint
Protection, Microsoft Endpoint @

Manager (Intune), DeviceLock

KpeueT, COB KOHTMHEHT, Snort, Suricata,
Cisco Firepower NGIPS, Palo Alto Threat

Prevention, Fortinet IPS @
P03 - PN

Security Gateway, Forcepoint Web
Security

o

P03, P04, P18

o)

P03, P04, P20

o

P03 - P11, P19

P03 - P11, P21

o

P03, P04, P23

©)
G

®

P03 - P14

o

PO3 - P11

o

P03 - P11

o

PO1 - P04, P29 - P31 PO3 - P PO3 - P11, P15 P03, P04, P36 - P40 P03, P04, P32 - P35 PO3 - P05, P41 - P44 P03, P04, P16 - P17, P24 - P28

Al & ML

- Large language models:
GigaChat, YandexGPT, ChatGPT,
BERT, XLNet

» ML/DeeplLearning: SberBox,
SaluteSpeec, IBM Watson,
Google Translate,Tesla
Autopilot, Apple siri, Weka,
OpenNN

* Al Image generators:
Shedevrum.Al, DALL-E,
Midjourney, StyleGAN, GigaChat

- Deep fake recognition:
Visionlabs LP5 DeepFake
detection, IBM Al Fake
Detection, Microsoft Video
Authenticator, Google Jigsaw,
Truepic, Deeptrace

10T

- Consumer loT: home
appliances, voice assistance,
light fixtures - LG ThinQ,
Whirlpool Smart, Apple
HomePod with Siri, Philips Hue

« Commercial 10T: healthcare,
transport and other industries -
Medtronic Connected Insulin
Pumps, Tesla Autopilot

+ Industrial Internet of Things
(I1oT): digital control systems,
industrial big data - Siemens
SIMATIC, Rockwell Automation

« Infrastructure loT:
infrastructure sensors and
management systems -
Schneider Electric Smart Grid
Sensors, Siemens MindSphere

High availability tools

+ Cluster Management and
Orchestration Tools: Corosync,
Heartbeat, Keepalived

+ Load Balancing Solutions:
HAProxy, NGINX, Apache Traffic
Server, Citrix ADC, Kemp
LoadMaster

- Hardware Network Redundancy
and Failover Solutions: VRRP,
Juniper High Availability,
Keepalived, Steelhead, Silver
Peak

Backup&Restore

+ Acronis Backup

+ Arcserve Backup

+ Barracuda Backup

+ Commvault Complete Data
Protection

- Dell EMC NetWorker

+Veeam Backup & Replication

+ Veritas NetBackup

»IBM Spectrum Protect

+HP Enterprise Data Protector

Virtualization
orchestration tools
+ ®naHT Deckhouse

+ Kubernetes

+Ansible

» Apache Mesos

» Red Hat OpenShift

- Docker Swarm

Network technologies

- Network segmentation: physical segmentation,
subnetting, VLAN, Private VLANs (PVLANSs), SDN
segmentation

+ SDN, SD-WAN: Cisco ACIl, VMware NSX, Juniper
Contrail, Arista Networks EQOS, Big Switch Networks
Big Cloud Fabric, Cisco SD-WAN, VMware SD-WAN,
Aryaka SmartServices, Citrix SD-WAN, Fortinet
Secure SD-WAN, Silver Peak SD-WAN

- NetFlow monitoring and analyze: Solarwinds
NetFlow Traffic Analyzer, PRTG Network Monitor,
Scrutinizer, ManageEngine NetFlow Analyzer,
nProbe, NfSen, FlowScan, Cacti, NetFlow Tracker,
ManageEngine NetFlow Analyzer, Wireshark (packet
analysis), Riverbed SteelCentral, Plixer FlowPro,
Kentik Detect

- Network assets discovery tools: SolarWinds IT Asset
Discovery, Zluri, InvGate Assets, SysAid, Qualys IT
Asset Discovery, Lansweeper, Spiceworks Network
Monitor, IBM Tivoli Asset Management for IT

IT-monitoring tools

+ Zabbix

+Pandora FMS

* PRTG Network Monitor

- SolarWinds Network Performance
Monitor

- Paessler PRTG

- Nagios

- Grafana

*OpenNMS

VDI (Virtual Desktop
Infrastructure)

+HOSTVM VDI

» Termidesk VDI

- VMware Horizon

- Citrix XenDesktop

- Microsoft Remote Desktop
Services (RDS)

- Parallels RAS (Remote
Application Server)

- Ericom Connect, Amazon
WorkSpaces

» Huawei FusionAccess

- Red Hat Virtualization

- Oracle Virtual Desktop
Infrastructure

- Dell EMC VDI Solution

Software Development

« IDE-tools: Visual Studio, Eclipse, IntelliJ
IDEA, PyCharm, Xcode, Sublime Text, Visual
Studio Code, Atom, NetBeans, CLion

- Version control system: CVS, GIT, SVM

- DEV/TEST/PROD separation organization:
Terraform, Kubernetes, Docker Compose,
GitOps, Ansible, Chef, Puppet

- Build management and continuous
integrations: Jenkins, CircleCl, GitLab
Cl/CD, TeamCity, Microsoft Azure DevOps,
Bamboo

- DevOps Pipeline: VCS, code repository

- Debugging and profiling: Valgrind,
AddressSanitizer, Intel Inspector, Microsoft
Visual C++ Debugging Tools, Bugzilla

Cloud technologies

- laaS: Cloud.ru virtual servers,
Amazon Web Services, Microsoft
Azure VM

-+ PaaS: Cloud.ru Relational
Database Service, Azure App
Service, Google App Engine

» SaaS: dHpekc 360, Microsoft
Office 365, Adobe Creative Cloud N

+ CASB: Microsoft Azure Cloud App
Security,Cisco Cloudlock,
Fortinet FortiCASB, Oracle CASB
Cloud, Forcepoint CASB

» Management and Monitorin
AWS CloudWatch, Azure Monitor,
Google Cloud Operations Suite

» Orchestration: Docker Engine,
Red Hat OpenShift, VMware
Tanzu

Directory services

- ABaHnocTt Avanpost Directory
Service

« Actpa JlnHykc ALD PRO

» Microsoft Active Directory

- SAP directory services

- Oracle Unified Directory

* OpenLDAP (OpenLDAP Public
License)

* GNU/Free IPA

Mobile Device

Management

+H/W COKB LP UEM SafeMobile

+ Kaspersky Secure Mobility
Management

* Microsoft Intune

+VMware AirWatch

- Citrix XenMobile

*IBM MaaS360

- Scalefusion MDM+

IT governance,
IT architecture

+ITSM automation, including
ServiceDesk: Naumen Service
Desk, 1C:ITILIUM, HP Service
Manager, ServiceNow ITSM

+ GRC: Digital Desing ABAKOP,
Keagpuym ActiveGRC, SAP GRC,
Oracle GRC, IBM GRC Platform,
RSA Archer GRC

- Architecture digital
description: CBEP AC META,
ELMA4 BPM, Mapk ABpenuii
CuMMA, ACMOrpad, ARIS
Business Architect & Designer,
Modelio Open Source, Sparx
Systems Enterprise Architect,
Microsoft Visio

Configuration
Management & ITAM

- Configuration management:
MHbpaMeHepkep ITSM, Mpynna
AcTpa Astra Configuration
Manager, Microsoft SCCM, Altiris
Deployment Solution, :l
GNU/Ansible, GNU/CFEngine, o
Perforce Puppet, Opscode Chef, Ny
Solarwind CMDB

«ITAM tools: Naumen IT Asset
Management, SolarWinds ITAM,
Spiceworks ITAM, ServiceNow
ITAM, IBM Maximo Asset
Management, Jira insight

Project&Task
management

- dHpekc Tpekep

* butpnkc24

* BUNK Weeek

- lOp)xann YouGile

- KanteH CodTBep Kaiten

* MerannaH

- 'K ADVANTA Advanta

- Atlassian Confluence Jira, Trello
» Microsoft Project

+Omni Group OmniPlan

- Oracle Primavera P6 Enterprise

Log management tools

+Windows Event Log Monitoring

- Syslog Management Tool

»SolarWinds Log & Event Manager

» ELK Stack (Elasticsearch,
Logstash, Kibana)

- Graylog

- LogPacker

Data storage
technologies

- Oracle, MySQL, Microsoft SQL
Server, PostgreSQL, Greenplum,
Yandex ClickHouse

- Data Warehouses: Teradata,
Amazon Redshift, Google
BigQuery, Snowflake

- Big Data: MongoDB, Apache
Hadoop, Apache Spark

- NoSQL databases: MongoDB,
Apache Cassandra, Redis

- DB query languages: SQL,
PL/SQL, PL/pgSQL, T-SQL

Infrastructure

« Air conditioning systems:
Schneider Electric Uniflair,
Emicon Industrial Cooling
systems, Liebert CRV

« Power generators, UPS:
Caterpillar Cat C18, MTU Series,
APC Smart-UPS

* Fire detections/protection
systems: Bosch F220 Series,
Kidde HD135F, FM200 Minimax,
Kidde Fire Systems

* RFID, NFC control tools: Nordic
ID HH85, Omni-ID Prox NG

+ CCTV: AXIS Q60 Serie, Dahua
DH-IPC series, Hikvision DS

- Network Configuration Management: SolarWinds
Network Configuration Manager (NCM),
ManageEngine Network Configuration Manager,
NetBrain, Infoblox Network Insight

- Wireless Network Management: Ekahau Site Survey,
NetSpot, SolarWinds Wi-Fi Heat Map, Cisco DNA
Center, Aruba AirWave

+ Network Performance Monitoring: SolarWinds
Network Performance Monitor (NPM), Nagios XI,
Paessler PRTG Network Monitor, Zabbix, CA NetQoS
Performance Center

- Data Center Networking: core switches (Cisco Nexus
9500 series, HPE FlexFabric), Data Center
Aggregation Switches (Cisco Nexus 7000 Series,
Arista 7050X Series), Data Center Interconnect
(Cisco NCS 1000 Series, Arista CloudVision)

TEXHOJTOT'MN N MHCTPYMEHTDI
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